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With the proliferation of computer networks, mobile devices and virtual communities, 
learning has never before been so exciting, varied and accessible. However, with the 
rapid take-up of communication technologies—internet and mobile phones—bullying 
and harassment are increasingly occurring in the digital world. For the victim, this can 
mean no let-up, as the behaviour continues beyond the school walls through text 
messages, internet chat lines and social networking. 

DECD is equally concerned about the potential risk to children and young people  
posed by access to the digital world. This risk includes online grooming which can be 
perpetrated via all forms of digital technologies with the intention of gaining a young 
person’s trust before engaging in sexual abuse. Just like grooming in the non-digital 
world, it can be particularly difficult to detect, particularly for children and young people.

It is imperative that young people understand how to remain safe in the online world by 
recognising how to safely use the internet, mobile phones and ICT equipment/devices. 
Young people also need to understand that their activity in a digital environment leaves 
traces, known as digital footprints. These traces can be analysed by a network manager 
or the police.

The KS:CPC includes strategies to increase children’s and young people’s awareness  
of the potential risks posed by the digital world and teaches them cyber safety and  
how to become responsible digital citizens, particularly in Focus Area 3: Recognising  
and reporting abuse and Focus Area 4: Protective strategies.

Digital citizenship can be defined as the norms of appropriate, responsible behaviour 
with regard to technology use.  
(Ribble, 2014, ‘Nine Themes of Digital Citizenship’)

The following definitions are from the DECD guidelines for educators and leaders published 
in ‘Cyber-safety: Keeping children safe in a connected world’ (2009, revised 2011):

• Cyberbullying is bullying that uses e-technology as a means of victimising others.  
It is the use of an internet service or mobile technologies—such as email, chat room 
discussion groups, instant messaging, webpages and SMS (text messaging)—with 
the intention of harming another person. Examples include communications that seek 
to intimidate, control, manipulate, put down or humiliate the recipient.

 Research shows students often don’t tell adults about cyberbullying. Young people 
fear adults will disconnect them from supportive friends and family and may overreact 
and make the situation worse. Educators may be able to pick up some signs at school 
that indicate a student may be the target of cyberbullying, as outlined on the 
Cybersmart web page on cyberbullying.

• E-crime occurs when computers or other electronic communication equipment/
devices (eg internet, mobile phones) are used to commit an offence, are targeted  
in an offence, or act as storage devices in an offence. If you suspect that an e-crime 
has occurred, use the procedures outlined in ‘Making our sites safer: Guidelines for 
site leaders’.

• Inappropriate material means material that deals with matters such as sex, cruelty 
or violence in a manner that is likely to be injurious to children and young people or 
incompatible with a school or preschool environment.

Digital citizens

Digital citizenship can be defined as the norms 
of appropriate, responsible behaviour with 
regard to technology use.

Cyber (online) safety and ethical 
decision-making

From a very young age, children need to learn 
how to make ethical decisions, factoring in not 
only laws and regulations, but also how their 
actions affect others. It is crucial that we equip 
children and young people with the skills to 
use their moral compass to guide them in 
making safe and ethical choices.

Ethical decision-making skills will not only  
help children and young people to interact 
respectfully with others in the offline space, 
but also the online space where quick decisions 
can have long-lasting consequences.

ThinkUKnow e-Newsletter – Volume 4, Issue 11

http://www.education.vic.gov.au/Documents/about/programs/bullystoppers/smgrooming.pdf
http://www.casac.org.au/site%20docs/Grooming.pdf
http://digitalcitizenship.net/Nine_Elements.html
http://www.decd.sa.gov.au/speced2/files/links/DECD_Cyber_Safety_2012_web.pdf
http://www.cybersmart.gov.au/Schools/Cyber%20issues/Cyberbullying.aspx
http://www.decd.sa.gov.au/docs/documents/1/MossECrime.pdf
http://www.decd.sa.gov.au/docs/documents/1/MossECrime.pdf
http://digitalcitizenship.net/Nine_Elements.html
http://www.thinkuknow.org.au/site/e-newsletters 2013.asp
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• Sexting is where a person takes a sexually-explicit digital 
photograph of him or herself, or of someone else, and sends  
it as a Multimedia Messaging Service (MMS) and Short 
Messaging Service (SMS) communication via a mobile phone. 
These images can then be posted on the internet or forwarded 
electronically to other people. Once posted on the internet, 
these images can leave a permanent digital footprint and be 
accessed at any time in the future. It is illegal to take and/or 
share sexual photos or videos of children and young people.

 Students involved in a ‘sexting act’ may not realise the 
seriousness of their actions. 

 While sharing suggestive images or text messages may seem 
like innocent flirting or be funny for young people, sexting can 
have serious social and legal consequences.

 Students may be committing a criminal offence when taking 
and/or sharing sexual images of themselves or peers who are 
minors. Creating and/or distributing sexual images with minors 
may constitute the production and/or distribution of child 
pornography. This can be the case even if the people in the 
image are willing participants, with outcomes varying by State 
and territory and on a case by case basis.

 Students may also encounter social consequences. Images 
can easily escape their control through being shared more 
broadly than they had anticipated. This can have a long-term 
impact on their digital reputation. Images can also potentially 
be used for cyberbullying or cyberstalking, or they may attract 
unwanted attention from others.

 Source: Cybersmart ‘Sexting’

 The KS:CPC provides activities and resource links to support 
educators when addressing this issue with students. 

 Sexting is an e-crime. If you suspect an act of sexting has 
occurred, use the procedures outlined in ‘Making our sites 
safer: Guidelines for site leaders’. 

• Social networking sites offer people new and varied ways to 
communicate via the internet, whether through their computer  
or mobile phone. These sites allow people to easily and simply 
create their own online page or profile and to construct and 
display an online network of contacts, often called ‘friends’. 
Users are able to build a network of connections that they can 
display as a list of friends. These friends may be offline actual 
friends or acquaintances, or people they know or have ‘met’ 
only online and with whom they have no other link. Social 
networking sites are not limited to messaging, communicating 
and displaying networks. Nearly all sites allow users to post 
photos, video and, often, music on their profiles and share 
them with others.

What does the law say about interactive media?

The following examples come from SAPOL’s E-Crime: 

Sexting may be an e-crime
‘With my mobile phone I took a photo of my girlfriend naked  
and sent it to everyone. What a laugh!’

Offence: Production or dissemination of child pornography

Maximum penalty: imprisonment for 10 years

Impersonating may be an e-crime
‘I got into their email account and sent abusive emails  
to everyone in the address book.’

Offence: Unlawful operation of a computer system

Maximum penalty: imprisonment for 6 months or $2,500

Intimidation may be an e-crime
‘He told me if I didn’t do what he said he would put that photo  
on the internet and tell all my friends. I was so embarrassed.’

Offence: Blackmail

Maximum penalty: $5000 or imprisonment for 3 years or both

Further information on ‘e-crimes’ can be found at:

Crime with electronic evidence (DECD) 

Cyber bullying, e-crime and the protection of children and young 
people: Advice for families (DECD) 

Summary Offences Act 1953 (Attorney-General’s Department, 
South Australian Government) 

Resources on cyber safety

Resources on online grooming

http://www.cybersmart.gov.au/Schools/Cyber%20issues/Sexting.aspx
http://www.decd.sa.gov.au/docs/documents/1/MossECrime.pdf
http://www.decd.sa.gov.au/docs/documents/1/MossECrime.pdf
http://www.decd.sa.gov.au/speced2/pages/cybersafety/ecrimeadvice/?reFlag=1
http://www.decd.sa.gov.au/speced2/files/links/MOSS_Crime_and_electroni_1.pdf
http://www.decd.sa.gov.au/docs/documents/1/CyberBullyingECrimeandthe.pdf
http://www.decd.sa.gov.au/docs/documents/1/CyberBullyingECrimeandthe.pdf
http://www.legislation.sa.gov.au/LZ/C/A/SUMMARY%20OFFENCES%20ACT%201953/CURRENT/1953.55.UN.PDF
http://rantraining.e3learning.com.au/GetResource.jsp?resource=resource169
http://rantraining.e3learning.com.au/GetResource.jsp?resource=resource170



